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End User Security Issues
Network security is an important element that serves a crucial role in the mitigation of the rapidly increasing cases of cyber-crime. The main challenge in establishing a secure computing environment is because many networks are closely connected to each other. A dissatisfied employer or an outside intruder could easily find a way to access and manipulate data to serve his or her interest due to poor network security. One way of ensuring good network security is by enhancing end-user security upon every employee or crucial people in the computing department. One could lead to the hacking of an entire system of an organization by just clicking on the wrong link. Emails often appear with many links which may be malicious in nature. They may contain viruses or may be authorizations to hacking a system or even enabling access to crucial data (Stojmenovic et al., 2016). End-user security is, therefore, the process of equipping employees in the computing department of an organization or firm with sufficient knowledge and skills to prevent potential threat of cyber-related crimes.
There is great importance in enhancing end-user security awareness. It ensures the organization does not plunge itself into problems caused by their own incompetence. The first sign of ensuring end-user security is the most obvious one. It ensures all the relevant employees (In the computing department) have knowledge and skills to monitor, check and to prevent cyber-crimes (Stojmenovic et al., 2016). By ensuring that, end-user security also secures a firm by protecting it from external malice. This enables the most confidential data to remain under the custody of the trusted party. It keeps away every un-authorized person away from information that they could use illegally to destabilize the firm. Lastly, on end-user security awareness, it is not only proper for individuals in big organizations to be acquainted with such skills but rather every person who often accesses the internet. End-user security would help such kind of people to avoid damage to computer systems caused by viruses. It is thus prudent and significant that every person using computer be well versed with such skills to prevent them from cyber-crimes.
Network security has various fundamental concepts that ensure it remains relevant to is the task of preventing illegal access to various computer systems. The principal concepts of network security often focus on vulnerabilities, threat and how to reduce the effects of the dangers. End-user security, which is a type of network security has also been associated with these basic concepts for it to remain entirely significant in ensuring the maximum threat is alleviated. In the concepts of network security, it is important to understand vulnerability, a risk, a threat, and a countermeasure to enhance safety (Yang et al., 2017). Vulnerability is a loophole or a weak point that can lead to potential harm to vital and confidential data in a computer system. 
Vulnerability is often the most exploited avenue by those who engage in cyber-crime. End-user security should enable the person in charge of data to understand the vulnerable points which could be used to bring down a firm by hacking into the system. A threat, on the other hand, is a probable danger that may affect the systems (Yang et al., 2017). A risk is a likelihood of an occurrence of a harmful event to the systems of an organization. Exploit is the ability to utilize a risk or a vulnerable point to perform a cyber-crime. Countermeasure refers to the principles or regulations put in place to prevent the occurrences of all of the above.
There are various ways in which countermeasures can be applied in network security. This has served as the basis of enhancing end-user security and other methods of network security implementation. The methods include administrative means, technical mechanisms and physical means (Ordonez-Lucena et al., 2017). Administrative means refers to various measures which employ administrative tools such as policies and procedures. It involves hiring qualified personnel or sacking incompetent staff, training, awareness creation and setting policies and standards. Technical methods employ the use of high-tech configurations and proper maintenance to prevent cyber-crime. Such methods include; intrusion prevention systems (IPS), firewalls, smart cards, biometrics, network admission control (NAC) and many others (Ordonez-Lucena et al., 2017). Physical control methods refer to physical measures such as good locks and steel doors, ensuring conducive temperature and atmosphere for the hardware devices, intruder detection systems, proper airflow, and many others. If network security is enhanced properly by ensuring end-user security, the rate of cyber-related crimes will drastically reduce.
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